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SECURE DOC READER USER'S GUIDE
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1. Introduction

This document describes how to personalize a flipbook for the secure doc reader and how to
install the secure doc reader.

2. Description

The secure doc reader is a secure HTML engine that do not expose the source code or any of
the resources of the source files that it is displaying.

The secure doc reader reads a DES or AES encrypted flipbook , internally decipher it and
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read the decipher resources in a secret temporarily location.

WARNING:To use the reader, JAVA 7 must be used. The USB should include the installation
of JAVA 7.

3. Personalisation
Unzip the two alpha zip files

Run the securedocperso tool by lauching either the batch file or the shell (linux ) file.
This tool must not be shipped with the USB.

l C:\Documents and Settings'root'workspace’,SecureDocPerso ;Iilﬂ
File Edit VYiew Favorites Tools  Help | C
@Back &Y w » Search | Felders | gz
Addressl J ChDocuments and Settingsirootworkspace)SecureDocPerso j > |Go
File and Folder Tasks & sattings bin lit
=i Rename this file
_‘3_‘ Maove this File . .classpath P .project
5 e stC CLASSPATH File _I PROJECT File
Ly Copy this File LKB 1KB
@ Publish this file to the Web ’ B
=1 E-mail this file . | funPerso.sh
- jar alpha SH File
f=g Print this file 1 KB

x Delete this file

Other Places ¥ Type: M5-DoS Bakch File
Date Modified: 5/22/2013 1:07 PM
; Size: 34 bytes
Details ¥

('5tart| 8] gava- . || 5 Win... - @2 win... -] Jcabne.... | [ cipoc... | 28 window...| fau 178.17... | [ window...| &8 mterne... | 33 0pe... +| [« Hne @) 1:33pm
lllustration 1: selection of the script for launching the perso tool

This will launch the secure doc Perso GUI tool.
The key can be changed ( in alpha version, the key must be left as it is )
The flipbook root directory must be specicified as the input files, here: C:\test flipbook

The output directory for the ciphered files must be specified, this is the directory where the
flipbook files with be ciphered anc copied. This directory will be shipped with the USB.
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file:///C:/test_flipbook

Choose any directory on your hard drive such as c:\test_flipbook_crypt for example.The
directory do not need to exist ( the perso tool will create it ) but if it exists it must be empty.

Once the input and output directories have been chosen, it is only needed to run the encrypt
button. After a few seconds, it will create the encrypted flipbook in the chosen output directory.

In alpha version,only DES is supported while in beta version, AES will be supported too.

. C:\test_flipbook ;lglﬂ
File Edit ‘“ew Favorites Tools  Help | C
@Back - ':t : T }_/ Search L Folders :.“ -

Address | | Ci\test_Flipbook j |i|G':'

»

File and Folder Tasks Files javascript

% Make a new Folder

gl Publish this Folder bo the /-' 1 best.hkml
Web skyle e HTML Docurnent
ml Share this Folder : L ZKB
1 kest_book, hkml

/e HTML Document
Other Places { 2 KE

Details

L

L

lllustration 2: Flipbook directory ( clear )
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file:///c:/test_flipbook_enc

£ SecureDocPerso

Ciphering KEY

a0 GOB0ITANTD TYTTHarBWIS3F 3376 |

Fliphook Files Path

C-test_flipbaok
Output Path
Coatest fliphook_crpt

Algorithm For
Encrypting Files

1 AES

® DES

lllustration 3: secure doc perso GUI
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. C:htest_Ffipbook_crypt - |EI|5|
File Edit ‘“ew Favorites Tools  Help | C
: j} Back = .:t : - 1.'r }_/ Search 1 Folders :.“ -

Address | | Ciitest_Flipbook_crypt j |i|G':'

File and Folder Tasks £ Files javascript

% Make a new Folder

gl Publish this Folder bo the kest. bkl crvpt
Weh shyle ZRYPT File

[l Share this Folder ZKE

kest_book, bkml, crypt
ZRYPT File
2kE

L

Other Places

L

Details

lllustration 4: Ciphered flipbook

4. Shipping the book (alpha)

In the USB sticker , say X:\, create a directory named flipbook, the content of the encrypted
flipbook directory must be copied to X:\flipbook ( note that X:\flipbook output directory can be
directly specified in the perso tool )
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file:///F:/flipbook
file:///F:/flipbook
file:///F:/

. C:Documents and Settings'roob workspace’, SecureDock - | Ellil
O

File Edit Yiew Favorites Tools  Help

2 .-'._.\.
@Back - 1:3 - 1.'r

#ddress | C\Documents and SettingstrootiworkspacetSecureDocReaderlalpha j |i| Go

o

% |
.

|
| |

f‘) Search L Falders

File and Folder Tasks b SecureDocReader2(alpha). zip
&, 430 KB

% Make a new Folder

gid Publish this Folder bo the
Web

@ Share this folder

L0

Other Places

“

Details

lllustration 5: Secure Doc Reader zip file

Unzip the secure reader in X:\ at the immediate root.
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file:///F:/

iE Chemin et options pour I'extraction

Eéneral | fovance I

hemin de destination (=il n'existe pas, il sera créé)

Afficher

|>c::1

"I Mouveau dossier

—Mode Mise 4 jour
{* Extraire et remplacer les fichiers
™ Extraire et mettre & jour les Fichiers

™ Méj seulement des fichiers existants

—Mode Réécriture
{* Demander avant d'écraser
™ Egraser sans demander

" Ignorer les fichiers existants
i Renommer automatiquenent

Divers
™| Extraire dans des sous-dossiers

™ Conserver les fichiers altérés

[ affich. les Fichiers dans [Explorateur

Sauveqarder la configuration

B Deskiop
- B My Documents
EI_ | My Compuker
; g Local Disk (C:)
-y eEMDvaEDlE Disk (D)
e PEmDvable Disk (Fi)
=" Local Disk, (%0
[+ | Fipboaok
| Shared Documents
) root's Documents
) wifi's Documents
) zorm's Documents
- € My Network Places
----- ) Downloads
- 1 OpenOffice.arg 3.4.1 (en-U9) Inskallakion

1] | B

o |

Cancel | Help

lllustration 6: Unzip secure reader in X:\

The result must be the following:
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PO =
File Edit ‘ew Fawvorites Tools Help | C
e b I.j._.\.l L ] ':f". .Ll-"_rlv
@ Back, f-_f | /,_/' Search b Folders w =
Address | w1 j | |Go
File and Folder Tasks A Fliphaok img
% Make a new Folder
gl Publish this folder ko the readBook. bat
Weh jar M3-005 Bakch File
@l Share this Folder 1 KB
I~ readBook.sh
SH File
Other Places ¥ 1KE
Details ¥
lllustration 7: USB sticker ready to be shipped
5. Reading the book from USB
Simply launch the bat or sh file:
PO _lojx
File Edit “ew Favorites Tools  Help | C
e - |'/._.\'| -l ) b
@ Back, f‘_i * | ’,_/ Search L Folders W
Address | i j |i| Go
File and Folder Tasks * Fliphook img
=0 Rename this fils
li?‘ Maove this File readBook, bat
jar 5 Batch File

..; Copy Ehis File

gl Publish this File to the Web

fi=g) Prink khis File
XK Delete this file

Other Places

Details

4

4

B

readBoak.sh
5H File
1kKB

Type: M5-0i05 Batch File

Date Modified: 571902013 3:20 PM

Size: 35 bytes




The reader will start deciphering the files:

Decryptiun in progress

Secure Doc Reader: Decryption in Progress ...

PLEASE WAIT...

S FESSSNEEEEN

lllustration 8: Files deciphered by the secure Reader

The flipbook will be displayed in the java reader.
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Il Secure Doc Reader

Forex
Secrets

From a 23-Year
Currcncey Trading
Yeteran

Successful Scalping Strategies
from the Dark Side

by Timethy LuCarelll

N QA T«

lllustration 9: Using Secure Doc Reader

The book is loaded using an HTML web engine but no interaction exists with the user except
the flipbook navigation itself. The secure reader is completely locked. The source code of the
HTML cannot be accessed and there is no way to save or access the HTML files
displayed.The book can be used in full screen mode.

In the beta release the perso tool will directly ask for the USB stick letter, custom key could be
used and AES will be offered as an alternative to DES. If needed , to improve the
performance, a ram drive couold be created by the secure reader to load the files.

In beta version, the java code will be also obfuscated by the perso tool during the USB perso
process.

The alpha version should be used to check performances and if there are some bugs
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